
The Next Generation of Smart Buildings

Layered Security 
Solutions for 
Facilities in Flux



Intelligent Solutions for 
Smart Buildings 
New rules are forming around how people, places, and things interact across 
the enterprise. Nobody knows what is next, but new tools can keep you better 
equipped for the unexpected.

These tools are:

•	 Multi-Layered
•	 Continuously Monitored
•	 Risk-Adaptive

Smarter Security® designed the following solutions to make each layer of any 
facility more intelligent.

•	 Multi-Factor Turnstiles

•	 Layered Lobbies

•	 Risk Adaptive Turnstile

•	 Risk Adaptive Entry
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•	 Risk Adaptive Access 
Control

•	 Layered Access

•	 Risk Adaptive 
Authorization
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•	 Multi-Layered Security 
Management

•	 Layered Management

•	 Risk Adaptive Command & 
Control
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Standard Features

•	Event Logging

•	Alarm Monitoring

•	Floorplan Map Designer

•	System Administration

•	Rules Engine

•	ONVIF Video Viewer

 

Optional Features

•	Mass Notification

•	Mobile Client

•	iWatch Client

•	Role-Based Access Control

•	Video Management API

•	Video Analytics API

•	Asset Management API

•	Ticketing  API

•	BACNET Interface

•	Mercury Controllers

•	Hardware Power Supply

& Enclosure
This simplifies and optimizes the screening of high-volume traffic and high-value 
entrances without additional labor.

Risk-Adaptive Building Solutions

Lobbies with Layers
A building is only as smart as its front door. 

Unlike others, SmarterLobby transforms turnstiles into automation tools for intelligent facilities. Unique 
to Fastlane® turnstiles, SmarterLobby applies critical data from other sensor systems to impact entry 
permissions.

ENABLE NEXT-GENERATION SCREENING  

Designed to automatically evaluate surrounding signals and adjust entry based on user-definable policies, 
SmarterLobby empowers optical turnstiles to go beyond credentialing and enforcement of anti-tailgating 
policies.

Unbiased Screening

Restrict entry when randomized 
interval detected

Weapon Detection

Restrict entry when
weapon is detected

Frictionless Entry

Enable entry through more turnstiles 
when queue is detected

Mask Compliance

Restrict entry when uncovered 
face is detected

Social Unrest

Restrict entry when
crowd is detected

Social Distancing

Restrict entry when
area capacity is met

Fever Scanning

Restrict entry when
fever is detected



Safe
...for each cardholder01

Healthy
...for every tenant02

Compliant
 ...with multiple regulations03

Access with Layers
Before letting someone enter their home, people assess multiple factors. Why is commercial access control any different? 

SmarterAccess is the only real-time physical access control system that can continuously evaluate multiple factors 
across multiple layers of technology prior to authorization. Unlike others, SmarterAccess enables intelligent and adaptive 
permissions based on what matters most to your organization.

CONTROL WITH CONTEXT

Whether you require basic or advanced access control, Mercury-based SmarterAccess empowers you with a simplified and 
unified access control platform.  No costly “rip-and-replace” of legacy solutions needed, typically just a software upgrade. 
With SmarterAccess, facilities can continuously evaluate and verify that each physical access request is authorized as:

 

Accountable
...to physical & IT operations04

Consistant
...with normal behavior05

SmarterAccess is the premier platform for intelligent physical authorization as the industry’s only 
Risk-Adaptive Physical Access Control (RAdPACS) using non-proprietary commercial off-the-shelf 
(COTS) components (APL#10301)
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smartersecurity.com 

Security Management with Layers
SmarterESP is the first proactive situational awareness platform that functions as a highly customizable Command 
and Control system for the enterprise. It features a unique threat scoring engine that automatically triggers enhanced 
policies and controls once risk thresholds are reached. This transformative platform unifies existing and future 
systems and can give advanced notice of potential threats before they become security events. SmarterESP is a 
highly customizable platform designed to tackle your most pressing security challenges.

COMPONENTS OF NEXT-GENERATION PHYSEC

An evolved security management platform gives an enterprise control and visibility of the entire infrastructure. SmarterESP 

provides context-rich insights around any policy breach and gives advanced threat detection and incident response.

Are You Ready For Smarter Security?
Whether you’re looking for more intelligent lobby, door, or enterprise-wide security,  we’ve got you covered. 

Call us at 1.800.943.0043 to see how together we can solve your security challenges.

Securing Federal
Facilities? 

MEET RECONASENSE

ReconaSense is the first COTS Risk-Adaptive security 
framework that helps protect federal, military, critical 
and other sensitive facilities requiring top-grade 
security. Our patented solution meets and exceeds 
Government regulations for HSPD-12, FIPS 201, 
ICD705, UL1076, and FIPS 140-2. 

ReconaSense identifies risks and helps mitigate potential 
threats before they happen. It’s predictive nature and 
interoperability enables security teams to achieve 
unprecedented situational awareness 
and rapid response capabilities. 

For more information, contact our 
Director of Federal Solutions, Kevin 
Kolego at 443.567.1830 or email at 
kkolego@smartersecurity.com. 

APL 10301

security 
analyst

analytics 
platform

enterprise 
visibility

security 
automation

What activity was detected?
Any patterns of interest?

Who is in the facility?
Anyone of interest?

Where did they go within the facility?
Anywhere of interest?

What assets did they interact with?
Any interactions of interest?



About Smarter Security
Smarter Security markets the world’s most intelligent Entrance and Access Control solutions. 
Fastlane® turnstiles, Door Detectives®, SmarterLobby, SmarterAccess, SmarterESP and 
ReconaSense harness the power of neural network technology to provide unrivaled intelligence to 
pedestrian access control. We secure more than half of the Fortune 100, providing security solutions 
known globally for high reliability at a lower total cost of ownership. Visit www.smartersecurity.com. 

For more information, email us at info@smartersecurity.com or call us at 800.943.0043.

CORPORATE HEADQUARTERS

110 Wild Basin Rd., Ste 200
Austin, TX 78746

NYC EXPERIENCE CENTER

390 Fifth Ave., Ste 708
New York, NY 10018

Locations

Smarter Security is an American company 
headquartered in Austin, Texas.
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